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1. K748 2777K ASPIRE @ IPsec VPN # Bt =

1.1. IPsec VPN (CDL\T

IPsec (Security Architecture for Internet Protocol) I3, IP i@ {E 2Bt TBZLICE>THED
HWELNZAMIEZRIRTZZ7OINTT, 20 IPsec I&>T. REBBEMICHZIRYMNI—I%
J—FROR%Z. B7-HDLEROBEBRES | WVEHDDESICERETHRMTH IPsec VPN TY,
CORMICEST. EEMOBULT—2EELEREICITOIEHNTEET,

I )

IPsecVPN

1.2. K715 2K ASPIRE @ IPsec VPN #%&E

T=2E P A 71 ALEDRFENRTRELBELEITIEHIC, F7187F7F ASPIRE
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VPN SRZBRIDA L TUIAELUFTIMI 57K ASPIRE EhENDIREBEZRLET,

3.1.1. F#LTLIAMl ASA5515 DFEE

( MGMT Gi0/0 \
IP:172.16.10.254/24 IP-X.X.X.X

Gi0/1
®ERANW IP:192.168.248.253/24
172.16.10.0/24

/ VPN |NW \

192.168.248.0/24

N VM VM
5
ASA5515
*ACL I3 WAN 82— 1—A\DRTEDH
NAT IZR—H D HZE(NAPT)
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3.1.2. K71b7 777K ASPIRE % E
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@ Z7A4T724—N ATITIMEE

@ IPsec VPN &5E

@ IPsec VPN 2B e

SoftBank

XAIN—JICEE TSN VPN SREBAOIREBICERETOMNMEYN 7Y 7FIRBITHBLTEYET,
M7y 7 FIBIEA—D—2DRNEERF 1AM S BIEEL,
http:/ /www.cisco.com/web/JP/techdoc/index.html

XAEHFTII. Cisco ASDM ZFIRAL /=8B iZE WL TEUET, CLI KWEREEIIRESE.
EXRICSE Config ZREHL THEVET DTELSETHRIBIESL,

AEHT IPsec VPN DEEICFIAT S VPN N5 X—2&TFRICRLET.

KSA—% AT RI+A bS5 F ASPIRE
ASA5515 Edges'—h2x A

Local Network
Remote Network
Local ID
Remote ID
Remote IP
IKE version
HEF—Pre-shared Key
ZE—

BESAL - HashZJL 1 XA
Diffie-Hellman Group
PFS
IKE SA Lifetime

IPsec SA Lifetime

XnE

192.168.248.0/24
192.168.0.0/24

i
V1
Pre-shared Key
VpnaccessforASPIRE1vpnaccessforASPIREL
Main mode
AES256 / SHA-1
group 2 (MODP1024 bits)
On
28800 (no kbytes rekeying)
3600 (no kbytes rekeying)

‘[KE7x—X 1,2 TRREU7ZNIIVX L%z{ERA
AL TULIRMD NW #§33THI107 57K ASPIRE O IPsec VPN fH#RICiR 7=/ S X—2 %R E TS
«F7140h257F ASPIRE flig, FJ»—~—2R VPN O FIH AT &E
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3.21. 77147 2x= AT ITIMRE
Cisco ASDM &Y IPsec VPN OREBICFIRAT 27717 73—V DAT IR ELET.
AEHTRO-ANVAIOAT I IOMITTICREBENTLET, £, 57K ASPIRE 0 VPN
HWRRINT—0% ATOTIOPELTERLETY.
(1). #A=a—&¥) TConfiguration; — TFirewall; — TObjects1 —
INetwork Objects/Groups1 A72tAL. TAdds &9UvILET.

Cisco ASDM 7.4 for ASA - 172.16.

File View Tools Wizards Window Help

@ Home U%*? Oonfigurationl@ Monitoring Q Save @r Refresh c Back \_) Forward ? Help

il Firewall g 7 Configuration > Firewall > Objects > Network Objects/Groups
-;-:- g :';C.:EIRUIES & Add A B Edit [ Delete | @ Where Used Q Not Used
= i es
£ || ~Q Service Policy Rules Filter:
| g AAA Rules
i || 58 iy Rijles Name a1 IP Address Netmask
; : @ Public Servers - Network Objects
: “2% URL Filtering Servers @ any
@ Threeft Deteption - @ anyd
foey Ident!ty Options @ anyb
: e = -l Local_192.168.248.0 24 192.168.248.0 255.256.255.0
I Yictwork Objects /Groups. @ Local-network 192.168.248.0 255.255.255.0
: Service Obiects/Groups 5} Management-network 172.16.100 2285280

(2). F7482F7K ASPIRE E® VPN R VNI DIEHZA AL TOK1 29UV ILET,

b Add Network Object 3]
Name: CloudNW_192.168.0.0_24
Type: Network v
IP Version: ® IPv4 O IPvE
IP Address: 192.168.0.0
Netmask: 265.255.255.0 v
Description: WhiteCloud ASPIRE-NW

NAT

<«

I 0K I l Cancel | I Help I

Name : 8 (EXEETIS CloudNW_192.168.0.0_24)

Type : Network %:4R

IP Version : IPv4 %:81R

IP address : &7/ 777K ASPIRE 0 VPN &£ %R NW OtI A/ eA S
Netmask : &7/ 7F57K ASPIRE 0 VPN &% NW Y7 Ryh2 R 0%81R
Description : {£%&

11/ 38
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3.2.2. IPsec VPN %%

IPsec VPN 2FIHT X R RYMNT—7. BET NIV XLEDEINFA—2%BELET,
Cisco ASDM ® 21 —K%R U T IPsec VPN 258 ELZET .

(1). *#=a—&b) TWizards1 A72tAL TVPN Wizardsy — TSite-to-site VPN Wizard J
29)y9LFTY,
Cisco ASDM 7.4 for ASA -

hle View Tools | Wizards .Window Help

@ Home 0??3 Gonfi Startup Wizard... N e | D
i —]Bwkm [ven wizaras » | Site-to-site VPN Wizard...

. Bookmarks - - =
3175 booksirk a nag High Availability and Scalability Wizard... AnyConnect VPN Wizard...

¢ node in the naviaes Unified Communication Wizard... Clientless SSL VPN Wizard... L
= select "Add to book i c :

S| @a e IPsec (IKEv1) Remote Access VPN Wizard...

i 1 Go [ Delet Packet Capture Wizard... i

(2). TNexts 22JvIL%ETY,

i=

” VPN Wizard

Introduction

Use this wizard to setup new site-to-site VPN tunnel. & tunnel between two devices is called a site-to-site tunnel and is bidirectional. &
site-to-site VPN tunnel protects the data usine the IPsec protocal.

Site-to-Site VPN

Remote

Here iz a video on how to setup a site-to-site VPN connection.

< Back

12/ 38
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(3). VPN &REDIHIH/EAAL TNexts £7VVILET,

Steps

1. Introduction

2. Peer Device
Identification

3. Traffic to protect
4. Security
5. NAT Exempt

6. Summary

Site-to-site VPN Connection Setup Wizard

Peer Device Identification

This step lets you identify the peer VPN device by its IP address and the interface used to access the peer.

Peer IP Address: YYYY
WPN #Access Interface: | to-Internet v
[<Back || text> | LT

Peer IP Address
VPN Access Interface :

: KI1b777F ASPIRE @ Edge 5—box1DyO—1\ IP PRLAZA T
ASA5515 @ WAN -1 5 —7 1— R %8R

(4). VPN #xiExd® NW 25%%EL Nexts &9VUvILET,

Steps
1. Introduction

2. Peer Device
Identification

3. Traffic to protect
4. Security
5. NAT Exempt

6. Summary

Site-to-site VPN Connection Setup Wizard

Traffic to protect

This step lets you identify the local network and remote network between which the traffic is to be protected using IPsec encryption.

Local Network:  |Local_192.168.248.0_24 B

Remote Network: |CloudNW_192.168.0.0_24 E

<Back [ Next> | i
13/ 38
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Local Network : & 7LXA0 VPN #E#Exd S NW 28R (FRZETIE Local_.192.168.0.0_24)
Remote Network : x740/b252K ASPIRE 0) VPN #E#3d % NW 2:8#1R

(#AERXETIE CloudNW_192.168.0.0_.24)

(5). E*a)F1(BBILAR)ERELET.

6=]
Steps

1. Introduction

2. Peer Device
Identification

3. Traffic to protect
4. Security
5. NAT Exempt

6. Summary

Site-to-site VPN Connection Setup Wizard n

Security

This step lets you secure the selected traffic.

() Simple Configuration

ASA uses the pre-shared key entered here to authenticate this device with the peer. ASDM will select common IKE and ISAKMP security
parameters for that will allow tunnel establishment. It is recommended that this option is also selected when configuring the remote peer.

(® Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption
algorithms ASDM selected for you.

J — ek

IKE version 1

Pre-shared Key:

Device Certificate: -- None -- v Manage..
IKE version 2

(®) Local Pre-shared Key:

() Local Device Certificate: -- None —- Manage

Remote Peer Pre-shared Key:

< Back Next > HRE Help

Customoized Configration : B

IKE version1 Pre-shared Key : HEF*—%2AH

IKE version2 Pre-shared Key : H&EF+—%2AAh

Pre-Shared Key (RE—7LYB) 13, 32 ~ 128 XFOHAIANEHFTHEELIL<ES

1 DDKRXF. 1 DOIMLF, LU 1 DOBFESATULEITNELEYERA.

(&5 E T3 vpnaccessforASPIRE 1vpnaccessforASPIRE1)

XET18577K ASPIRE Tl IKE version2 I3FIATEE A . ASA5515 O Setup Wizard O fL#k E.
IKE version2 @ Pre-shared Key 2 A AL BV EEDREL 7 NEHEBHTEEHEA,

14/ 38
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(6). TIKE versiony #7%%2V)y9L%$, TIKE version21 OFIvo25HLET,

= Site-to-site VPN Connection Setup Wizard n

Steps Security

1. Introduction This step lets you secure the selected traffic.

2. Peer Device >

Identification () Simple Configuration A

3. Traffic to protect ASA uses the pre-shared key entered here to authenticate this device with the peer. ASDM will select common IKE and ISAKMP security

4. Security parameters for that will allow tunnel establishment. It is recommended that this option is also selected when configuring the remote peer.

5. NAT Exempt

6. Summary

(®) Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption
aleorithms ASDM selected for you.

IKE Version | Authentication Methods [ Encryption Algorithms | Perfect Forward Secrecy

KE version 1
O

<Back || Next> ] Help

(7). TEncription Algorithms) #7&&RLAIATBESIELAXHIEN TR LEREBLET,

5| Site-to-site VPN Connection Setup Wizard

Steps Security

1. Introduction This step lets you secure the selected traffic.

2. Peer Device -

Identification () Simple Configuration A

3. Traffic to protect ASA uses the pre-shared key entered here to authenticate this device with the peer. ASDM will select common IKE and ISAKMP security

4. Security parameters for that will allow tunnel establishment. It is recommended that this option is also selected when configuring the remote peer.

5. NAT Exempt

6. Summary

(®) Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption
aleorithms ASDM selected for you.

IKE Version | Authentication Methodsl Encryption Algorithms Perfect Forward Secrecy
IKE version 1
IKE Policy: crack-aes-sha, rsa-sig-aes-sha, pre-share-aes-sha, crack-aes-192-sha, rsa-sig-aes-192-sha, pre-s Manaee...

IPsec Proposali -AES-128-MD5, ESP-AES-192-SHA, ESP-AES-192-MDS5, S Ssilinelzly] ESP-AES-256-MD5, ES Select..

< Back Next > ARE Help

ARETIITEEZ2FIALET,
IKE Policy : pre-share-aes-256-sha
IPsec Proposal : ESP-AES-256-SHA

15/ 38
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(8). M'Perfect Forward Securityy %Zs%%EL.Next) 22VvoL%d,

F=]

Steps

. Introduction

~

Peer Device
Identification

Traffic to protect
Security
NAT Exempt

Summary

= B )

Site-to-site VPN Connection Setup Wizard

Security

This step lets you secure the selected traffic.

() Simple Configuration "

ASA uses the pre-shared key entered here to authenticate this device with the peer. ASDM will select common IKE and ISAKMP security
parameters for that will allow tunnel establishment. It is recommended that this option is also selected when configuring the remate peer.

(®) Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption
algorithms ASDM selected for you.

IKE Version | Authentication Methods | Encryption Algorithml Perfect Forward Secrecy I

Enable Perfect Forward Secrecy (PFS). If PFS is used, a new Diffie-Hellman exchanee is performed for each phase-2 neeotiation. It
ensures that a session key derived from a set of lone-term public and private keys will not be compromised if one of the (long-term)
private keys is compromised in the future

Diffie-Hellman Group: |eroup2 v

< Back b: | Help
Enable Perfect Foard Security : &%
Diffie—Hellman Group : Group2
(9) . NAT Exempt Z5%%EL. Nexts &#/UvIL%ET,
= Site-to-site VPN Connection Setup Wizard v
Steps NAT Exempt

1. Introduction

2. Peer Device
Identification

3. Traffic to protect
4. Security

5. NAT Exempt
6. Summary

This step allows you to exempt the local network addresses from network translation.

Exempt A5A side host/network from address translation Local «

< Back i) ot=t Help

Export ASA Side host/network from address translation : &%h
NAT HSEEATBDHRAMEIERYMNT—V%28IR (FXRETIE Local)

16/ 38
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Summary

" VPN Wizard

RENBEZMHEREL TFinishy 22y oL%ET,

SoftBank

Here is the summary of the configuration.

Name

= Summary
Peer Device IP Address
VPN Access Interface

Protected Traffic

IKE Version Allowed
I=I Authentication Method
IKE w1
\=I Encryption Palicy
Perfect Forward Secrecy (PFS)
=1 IKE w1

IKE Policy

IPsec Proposal

Network Address Translation

Walue

Y.Y.YY

to-Internet

Local Network: 192.168.248.0/24
Remote Network: 192.168.0.0/24
IKE version 1 only

Use pre-shared key
Enabled using Diffie-Hellman Group: eroup?

crack-aes-256-sha, rsa-sig-aes-256-sha, pre-share-aes-256-sha,
crack-aes-192-sha, rsa-sig-aes-192-sha, pre-share-aes-192-sha,
crack-aes-sha, rsa-sig-aes—sha, pre-share-aes-sha, crack-3des-sha,
rsa-sig-3des-sha, pre-share-3des-sha, crack-des-sha, rsa-sig-des-sha,
pre-share-des-sha

ESP-AES-128-5HA, ESP-AES-128-MD5, ESP-AES-192-5HA,
ESP-AES-192-MD5, ESP-AES-256-5HA, ESP-AES-256-MD5,
ESP-3DES-SHA, ESP-3DES-MDS, ESP-DES-SHA, ESP-DES-MDS

The protected traffic is not subjected to network address translation

3.2.3. IPsec VPN s EmiA%E

(1). VPN B OMAELITVEY, TEdit) 29UV ILET,

File View Tools Wizards Window Help

ﬁy{\g topicﬁta search

@ Home G’%} Configuration Monitoring Q Save G Refresh l o Back @ Forward

Site-to-Site VPN

Group Palicies

Manage site-to-site VPN connections. Here is a video on how to setup a site-to-site WPN connection.

Certificate Management Access Interfaces

[ |[@] Device List

Allow IKE v2 Access

]
a

IPsec Prefragmentation Po
-2 Certificate to Connection F
@ System Options
g5 Crypto Engine

& Tdentity (?'ertlflcates Enable interfaces for IPsec access.
& CA Certificates
=18 nced Interface Allow IKE v1 Access
£ unnel Groups Local O
IR§ Crypto Maps to-Internet ]
% IKE Policies
= s’ IKE Parameters
&3 IPsec Proposals (Transforn

[W] Bypass interface access lists for inbound VPN sessions

Access lists from eroup policy and user policy always apply to the traffic.

Connection Profiles

Connection profile identifies the peer of a site-to-site connection. It specifies what data traffic is to be encrypted, how the data traffic is
to be encrypted, and other parameters. You can configure the mapping from certificate to connection profile here.

% adf[Z £ @ Delete]

Name Interface

to-Internet

Local Network

O Local 1921682

Remote Network

02 Cloudhin_ 182,

024 “n GroupPolic:

17/ 38
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(2). TCrypto Map Entry1 @ TlSecurity Association Lifetime; DREZEIELET .

=] Edit IPsec Site-to-Site Connection Profile: ﬂ

- Basic Priority: 1
[=-Advanced

¥ Crypio Map Entry] Perfect Forward Secrecy: () Disable (@) Enable

“Tunnel group Diffie-Hellman Group:  eroup?2 v

NAT-T: Enable
Reverse Route Injection: [ | Enable

Security Association Lifetime

Time: 8 210 0

hh:mm:gs
Traffic Volume: unlimited KBytes
Static Crypto Map Entry Parameters
Time : 8:00:00
Traffic Volume : unlimited
(3). 'Tunnel group1 @ TIKE Keepalives1 DREEMEIELETY.
IDisable keepalives1 %#IRL.TOK 1 29)yIL%ET,
=] Edit IPsec Site-to-Site Connection Profile: 210.228.131.134 ﬂ
-~ Basic Certificate Settings -
E-Advanced . Send Certificate Chain: | Enable
N e 4 IKE Peer ID Validation: | Required <
IKE Keepalive
I (®) Disable keepalives I
() Monitor keepalives
Confidence Interval: seconds
Retry Interval: seconds
() Headend will never initiate keepalive monitoring
Find: | ® Next @ Previous
Cancel Help
18/ 38
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(4). TSite-to-Site VPN1 @ TIKE Paramatery MREZEELET,

X=a—&4) TConfiguration; — TSite-to-Site VPN1 — T'Advanced) — TIKE Paramater i~
72ALEY., lldentity Sent to Peers @ Tlidentity:1 % TAutomaticy &UL<I& TAddress.
AEELET,

Cisco ASDM 7.4 for ASA - 172.16.10.25
File View Tools Wizards Window Help

@ Home UEQ;} Configuration @ Maonitaring Q Save @ Fefresh 0 Back \__;l Formard ? Help

Site—to-Site WPH o I Configuration > Site—to—5ite WPH > Advanced > IKE Parameters

T'f ﬂ': Connection Profiles MAT Transparency
g ﬁj Group Policies
ke _ Certificate Manazement Enable [Pzec over MAT-T (must be enabled for AnwGonnect IPeec conr
3 i ,%3 Ident ity I-S?rtlflcatES NAT Keepalive: 20| Seconds
S CA Certificates
i..I% Advanced [ | Enable IPsec over TGP (IKEv 1 anly)

Enter up to 10 comma-zeparated TGP port(..

Identity Sent to Peer

% IPsec Prefrazmentation Po Identity: | Automat.. w  fKey Id Strine:
+1- [ Certificate to Conmection F

(5). T'System Options1 @ TIPsec Security Association Lifetime j#f€IEL TApplys %
2)990L%9,

Cisco ASDM 7.4 for ASA - 172.16.10.254 [=T= [T
File View Tools Wizards Window Help Tpe tapic to search e 1M
| ] | ] | ]
"] Home C}% Canfiguration | | 7] Manitaring Save Refresh Back & J Forward '9 Help CISCO
_l '-!n:} L] \-_a‘J Q
.. Site-to-Site WPN o B Configuration > Site—to—5Site VPN *» Advanced > System Options O
3 ﬁ‘: Caonnection Profiles
a 8 Group Policies
i ||EY Certificate Manasement 0 Limit the maximum number of active IPzec WPN zessionz. This limit affects the
r::_ %3 Hentity Gert ficates calculated load percentage for WPM Load Balancine.
— &3 GA Certificates Maximum IPsec Seszions:
IC l% Advanced

I@ Crypto Maps [] Reclassify existing flows when WPN tunnels establish
By IKE Policies
ﬁ IKE Parameters

: [] Prezerve stateful WPM flows when the tunnel drops
@ IPzec Propozalzs (Transform S

IPsec Prefraementation Policie | IPzec Security Aszociation Lifetime
+--- Certificate to Connection Prof Time: 1l il 1| hhemmes
Tratfic Waolume: unlimited K Bwtes
ESP w3
< m >
= [ ] Enable PMTU {Path Maximum Transmizzion Unit) Seing
» | Apply | | Reset |
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Time : 1:00:00
Traffic Volume : unlimited

3.3. F71bh2F7K ASPIRE 0 VPN &8
FI189F5IK ASPIRE EALTULIAM ASA5515 % IPsec VPN THER T HRELITLET.

3.3.1. VPN &
(1). Web 730U HS5FKIT187F5K ASPIRE DN TZY—ERR—2NATIEAL,
A—YRBENRT—REAALTOATLLET,

,A__ ASPIRE taom—sntis 1

EE Y —
1 —

(w0l

SoftBank

(2). 2 ERBERBEECRREBLI=NG— DIBFROBFEANL. QT1 %27 ) ILET,
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ZOVIBCETENTVWSHFEAALT 1052 LTS,

5 0 2 6 1 5 5 2 0 3 7 2
1 3 3 7 0 4 8 3 8 Q 1 0
o |z |39l |6|a|7| 7|5 8]ls
2 s |al1|lg| 1|27 8|0 4ala
so—r |
e
SoftBank
(3). TFH/EHEBEII)VILET,

SoftBank A — test-adminl (21— EIEE(ZHES AF

A ASPIRE tizk—siy1 1 o mEmE | ok—b | [
Foaf—K 17 SR ) e 4 Bl - nHo Y D=2 o 29

Y &wzaR—R

BEF RIS SyDaR—k

VC01_Committed_01-APU1608194

VUy—ZEME
CPU

1% 0 GHz/10 GHz

20-1ULIPP RLAX R89% 28
=
-]

(4). EMOA=1—&Y TEdge 5—box11 #7)VILFT, Rik&hiz Edge 518
(FEHTIE APUXXXXXXX-EdgeGWO1)&H )7L,
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SoftBank = test-adminl (12— EES(EZHNES
\ ASPIRE eizs—sitrr O EEEE | Y-k |
et F— 1 AT SIL—F fli:E Rty pal=lm bl A BTD—42 o -+ T+ RRE
VERU =R
L —REFRRDET Edgef— kD x-r
e
¥/ Edoe s — k9T Ol | e Al Fields Search...
Ty S A7 -3, TEREEANICH S8 Tk T SFUFob D58 Edgef—bozdt.
S APUXXXXXXX -EdgeGwi I3 1 5 5
mEE H—CARE
e
Ao T — AR
 — £ AR
®\FFOq
ForiF g

(5). EfidX=a—&t) TVPN) 29V)vIL&T.
BAMEL. TEMIZS)YILET,

T'VPN 28%#1L1 OFI VIRV IR%E

H—EXOhEk

NAT

fTEET

IrATOA—IL R s
ZIPSec VPNIZ. BT K TOEMERGE Bl N ET,
BEL—77 7 M vPNZ AR
VPN L FAIPOHEES
SEIPIR. FNFNOHET Y FO—CCIVTHEBETEET. R NAT ERAL TV AREBCEVTENTS.
E2t) A=k  EFPIVERAE B AT (B=RI9bD... |EFRFIET=5 [BPTEUE
1B wE HIER

B B =t EVPNE BT

OK Feltzil

(6). VPN 85 X—2%AAL. TOK) &29VVILET,
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V P NOhsiDEH
~
W P N DR aEN
&E* IPSEC-A5A5515
Bk
AL Mamit
VPNODFETL 7 [JES N, ) v
O-AlFw bDO—2
E7ry hO—5 * 192.168.248.0/24 S
O—FULT BRA 2 b v Fa "
_— — SharedExternal0l M Pz
O—XLID * YYYY
7D * XX XX
ErE—gIZ@T5 0. EF PRLANFIOD. ERIBOFF 2 Ry FO—2LZEES1R. TNHE POT5

FIPPRLATEZREFEDET. EPS NATd DBS1IR. TN FSAA—FEP IP PRELATE RESFEDE

e XXXX

EFPIZPOEATS P PELA. EFPS NATA DBSIR. TN NAT DABERTE 20ESEDET.

SO BES-256 Y

HAE
R ‘VphaccessforASPIRE lvphaccessforASPIREL
RES—OLw HR, 32~ 128 XTFOHRERORYTFTEEL, PedlsE 1 DMRET, 1 VET. 8401 20
YFESATRNIZLDER A,

F—7"ET
MTU * 1500 v

Hel

21 . EE (KERETIE IPSEC-ASA5515)
e R
BIME - FTVIRYIR =AY
VPN OFEILISE : VE—bd RYMNIT—Y EFEIR
O-AlxyNI—2 : K746 579F ASPIRE O VPN #E#xi% NW Z884R
(AERETIE APUXXXXXXX-SFNWO1)
E72INI— : U TUIA0) VPN xR NW 215 (FRETIS 192.168.248.0/24)
O-AWNIREL L Edge =MD EHEL TV IHEBEI2—2YMERRYNI -V BEEIR
(&EXETIE SharedExternal01)
O—A)l D : K£I71482F9F ASPIRE ®Y 00—/ IP 7RLA

E7 D : #7LXR0) ASA5515 70—/ IP PRL R (AREEETIE X XXX)
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E7IP: #7LIAM ASA5515 50—V IP PRL R (ARFEETIE X.XXX)
BS{t7akal : AES-256
HE+X— :3.22. O 5) THRELLFMHBAF—2ETE

(5% E T3 vpnaccessforASPIRE 1vpnaccessforASPIRE1)

F—ORT : MW ERR(HAF—OATERDO/=H—RMIC ON ICTHIBELISS OFF Z2iR)
MTU : 1500

(7). VPN s8@BARTLEL, LHL. CORRTIEEZ VPN 2EIS Edge 5—bhox oI
RBRENTVERA, BIERET7ITI+—VERELET,

H—E D
DHCP [P3ec WPNIZ. &— hOTAMTHEF 1 FLEVPN L RRESTEES.
NAT A7 L@ ST RA. T RMICYLT. 3 Y -3 BYPNEERITEET .
#[PSec WPNIZ. Wt~ KTORITNER EN AL ODEY.,
_____ a
|77 7o—l, M ezt
————— 1
BEIL—F1 4 LFHIP O At
SBIPI. ENTAEMHESY FD—2IC O TERETEET. ot NAT &FERALTLESMMICEVTEATT.
VPN 3 B g = % = e
& O-ALIVERAVE EPIVERA. BM RF-8R O-hlbFsh. EPFsbD-5  EPs:
BSRS SIS IPSEC-ASASS1S  YYYY XXXX ®  192.168.0.0/24 192.168.248.0/24 -

3.3.2. 7717 74—V E

(1). #YTVLIREFILMIF 7K ASPIRE 0) VPN 335 NW B DB(EZEFR]$57 717 74—
BREZEMLET. (771771—)1 &V BN 29)YILFT,

H—E A0
DHCP TrATo4=)IcED. BE@SY D=5 bS5 o 28N0ELI3EET LS —IFETFET. CNSEL-LCESIE. L-LACHRTERI S C
EHNTEFEET.
MNAT
Z7 A 7oA =)L EEME
FIAI 7oAy @es Os
BEIL—Fr 24 FAAMEaBS A s L e
VPN JEE - S -2 A=A ob Zakal FHYaY Hh
O-—- kNS Y-

S P

OK FroEil

(2) KT ITUIe 24 —RFRANF L TV I AN SF I 577K ASPIRE AD&E(E(Inbound )%
HAITBNTA—5EAAL. TOK) Ka29)ILET,
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D7 A PIA—JIL— L
I AT 8
B/ Mamit
&Rl * IPSEC-IN
J5ZE * 1
1L--399@M T ANEROINELET.
YR K 192.168.248.0{24
AMaEld. (PPRLZ. CIDR. (PFEE. lany) . linternal) &L lesternal] TF.
W=2R— 1% any
D=l & 192.168.0.0/24
AAMEIR. (P PRLZ. CIOR [PEE. lany) . linternal] &0 lexternal) TF.
G-y FR— T any Y
JordL * 5 -
T3z @7 Ofs =
Feu il
BY : FVIRYIOREFY
ZA1 : EE (KERETIS IPSEC-IN)
% : 5 (EELLVWESZ2EVNT)
J=R : AVTULIAOD VPN #EHEXR NW 2I8E (XRETIE. 192.168.248.0/24)
J=RER—=b  FE (KEEBTIE. ANY)
f—=4Ib © FI1MF577K ASPIRE 0 VPN SR NW 218 (XERETIE. 192.168.0.0/24)
a—=ybER—b  EFE (KEETIE. ANY)
Zakan : &
7oav : HE
(3). BEWT,. R ABROBEND77IT774—IViREZEMLEY . BN 29V ILFT,
H— RO [X]
DHCP E‘T“:-\'To":\_:“ =IZED. BEG@FY bD=2 SV o 2EN0ECEEETSIONIBRETEEY. CNSOIL-LOESIL. L-LACKHBTERT S C

Moz 174 —Leami
IFATFIA =)

= TR (@ isx =
F— FIAI 7033y @ps Oz
VPN EE - Sw -2 R H o Zaran TV E=p0)

O— RSS2+ — 1 IPSEC-IN 192.168.248.0/24:any 192.168.0.0/24:any {I& Bl
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(4). RYTFPITUI=214F—RRICFT18 957K ASPIRE HSA L TLIAADE(E
(Outbound)&¥ /] FB/1NFX—5EAAL. T0K) KE 7)Y ILET.

74 P34 —I—ILEN
~
I IA= M-S N
B Mamit
GE IPSEC-OUT
M5Z * 2
1--999@M T ANERLLELEY.
TR 192.168.0.0/24
|MEld. [P 7 ELZ, CIDR. (PSEE. lany) linternal] 8L lexternal] TF.
W= 115 any
geduls 192.168.248.0{24
BALEIE. [P FELZ. CIDR. (PFEE. lany) . linternal] &0 lexternal) TF.
F— = 1% any
3 v
Joral * 1% v
Pt b @z Ogs
v
eyl

B : FTvIoRYOREAY

2 : EE (XEEETIE IPSEC-0UT)

IEE : £ (EELLVWESZEYLHT)

=2 : F7489F57F ASPIRE 0 VPN ##xd$ NW 2358 (XBRETI. 192.168.0.0/24)
J—=AR¥—b . EE (FHEEBTIE. ANY)

f=4yb . FUTUIAM VPN xR NW 218 (FRETIE. 192.168.248.0/24)
a—FybFr—b : FE (FHFETIE. ANY)

Zakan : 8

73y ;B
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(5). VPN BRBET7A7 71— Vi EBEFTIMI 57K ASPIREARBREESZH. TOK1 %

72V99LF,

H—EADHRE
DHCP DrpATOA—NICED. BEGEY RD—2 hSD(w 2ENTTELRIEETSLOL—IRETTET. CNSOL-LOBSIL. L-LAGCKHRTERT S
LHTEFET.
NAT
27 A Tt —ILEEME
IFATIA—Il
FIAAIN I3 & O3F
EEL—Fr 2 ©z Oz
VPN JEE - Zu = B= Tk Akl Favay a0
O— KIS o H— 1 IPSEC-IN 192.168.248.0/24:any 192.168.0.0/24:any  {I#
2 IPSEC-OUT 192.168.0.0/24:any  192.168.248.0/24:any {I#
< >
&0 W% HlbE
srel

(6).ETIBIETHMLEY  EERBPTRTLEY.
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(7).JEHTTLELE,

SoftBank A e test-admin1 (21— EEE(2HSS:
ASPIRE I IR—FIT - Oy BESE | HR—k |
HFoafi— K 7o I—F 7 S heos Fou D=2 o 34 F+i REE
VR —R
L —RERROET EdgeF— k211
SR CBERI TR
¥ Edgetf— Az 7 All Fields Search...
Bt AR EA & 2F-8A R ANICH ABFD-0%  FIbFeh0-08  Edged bzt
e APULE0S194-EdgeGWwiOl & 1 3 5
©ERiE

3.4. VPN iR DB(EEEE
AL TVIAEFT1M757F ASPIRE 0 VPN $##R31R NW ORI TEEHITASZCL%E
@Bl EY,

3.4.1. FI4b9F7K ASPIRE BN 7Y —ERR—-2IH S8R

F71409F9K ASPIRE DN 7H—ERKR—2) &Y TEdge 5—bx1 1 AF7IEALET,
FMp—EREE 1 &W TVPN) Z2REL. UTOLSIC TRAF—42R ) [CREDFIVIH
KREREShTULWIE, VPN RIS ERICHEILZNTOET,

H—EADHi6E [X]

DHCP

YESTEET.

MAT Ha Y-8 MPNEERETEET.

#[Pa =¥,
IFATFIA—I Mvenzgmit
BEIL—Fa 2 ZARAIP O 8 Bt
DBIPI. ENTAGEHRFY RD—2IC D THERETEET. ot NAT &ERLTLESRMIICELTERAITT.
VRN o A-ALIVESAUE EFPIVERS. EM  27-22 O-Hlish. EFPFebo-2  E7Fe
e IPSEC-ASASS1S  YYYY XXXX

192.168.0.0/24 192.168.248.0/24 -

PUTOESNC TRTF— 2 A I RTFICREETTHREOV—IHARTENTIBIERE. ASAS515,
HLLIRFIIM757K ASPIRE O VPN SEBICIRWA LUV A EREEBL TT 0. (%1)
VPN FEILFEDTRL-AX° VPN #EM & NW. ES{LRB(FAHAEF—PT7IIVZXLORR)IC
BUHHBIEE. VPN EEH ERICEILTEEEA.

VPN ; :
E=4 0] A-AIIVERAVE EFPIVERA. BHM 2AF-22 O-hHlbFvk. EFIuD-2 753
BhRRedR IPSEC-ASASS1S  YYYY XXXX ©  192.168.0.0/24 192.168.248.0/24 -

%1 @ VPN 84 ERICRISN3E TS ORMA B ELBANSUET,
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IMonitoring1 &t T'VPN Statistics1 ZREIL. Sessions) &2JvoL%T,
UTOESICRTENTLVRIE, VPN BRI ERICHEIIINTOET,

VPN o 2

File View Tools Wizards Window Help

@ Home 0,;:\,:} Gonfiguration Ii ”,‘i Monitoring

Q WPN Statistics

B NSessions |
== VPN Cluster Loads

; :-J, Crypto Statistics
-3 Compression Statistics
-3 Encryption Statistics
B Global IKE/IPsec Statistics
B protocol Statistics
: -J VLAN Mapping Sessions
E’ Clientless SSL VPN
E WPN Connection Graphs
B WS Sessions

Device List

(57 |

3.4.3. (RRB2> U h SR

Cisco ASDM 7.4 for ASA - 172.16.10.254

Type topic to search Go

=E |

B Save @ Refresh c Back d Forward ) Help CISCO
Monitoring > VPN > VPN Statistics > Sessions |

Type Active Cumulative Peak Concurrent Ihactive
‘Site-to-Site VPN 1 5 1

IKEv1 IPsec 1 5 1
Filter By: IPsec Site-to-Site v | | == All Sessions -~ v
Connection Profile Protocol Login Time

IP Address Encryption Duration
e |

ALTVER, F740h257K ASPIRE 750 VPN $#E¥ % NW _ED{RBZH5
ping RYE—I7 7 EALEERTL. MHBMTORBERBETVET,

(FYTLIAAHSDOIEERHI)

TEEIATLIA0 VPN #E# SR NW _EO{R2E2S2(Windows )H'S ping #R{TL/=1ERR/ITT .

IE Version:

IP Address:
Logon Domain:
Logon Server:
MAC Address:
Machine Doma
Memory:
Network Card:
Network Speec
Network Type:
OS Version:
Service Pack:
Snapshot Time
Subnet Mask:
System Type:
User Name:
Volumes:

:¥Users¥Administrator>

SO OO0 COD
O CO OO O

O

11.0.9600.18321
192.168.248.200

E12E: Windows PowerShell
ping 192.168.0.150

32 15\ bDFT—R:
B¥fe] =6ms TTL=63
? BFfe] =6ms TTL=63
32 858l =bms TTL=63
BFfe] =bms TTL=63

0 (0%

Mgk ),

ﬂ:/ \ - bfll?\\

S C:¥Users¥Administrator>
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(F714b277K ASPIRE filH S0 EEEH)
F7106239K ASPIRE DENTZHR—a2NF1bhS TRIB2 ) #4T%9)Y90.
MRORB22G7)Y70T T2 )-NVER< 129)IILET,

test-adminl{ 21— EEE

AASPIRE LATR—FNYA O EERE | o

87 nro? A B—07 o -4 T+ bEE

e
all Fields Search...
AF—R23 HAF4F  EW CPU  (HAEL 05 Foup-2-3 IPFE L2 {RER i —= T
M=z testermn 1ucPll 4 GH Ceptoc 4/5/ar7 (e4-bit] MIC#0 : APU.. 192,1658.0,150 test-groupl
i =l R i
M= WinZ20l2. ! Serv.. MWIC#0: aspi.. 172,24,0,200 testOl
ik aw Bk,
QST gy b2
JUI—=773

RyT7IbE=a)—-VRE2)Y70 . REICKRUTAJI R MESETUVET, O/
VAV TUVIADRB2 AN BEHTERCLEEALET.
T8I Linux 55 ping £ {TL/=HERHITY .

Toggle RelativePad switch Japanes

[root@localhost “1# ping -c 4 192.168.248.280

'ING 192.168.248.288 (192.168.248.288) 56(84) bytes of data.
b4 bytes from 19£.168.248 ZBH: 1cmp_seqg=1 ttl=1Z/ time=5.95 m=
b4 bytes from 192.168.2 BHH: icmp_seg-c tt1=1£7 time=5.67 ms

1 bytes from 19Z2.168 .. ZBB: icmp_seqg=3 ttl=127 time=5.86 ms
bt bytes from 192.168.248.288: icmp_seq=4 tt1=127 time=6.H3 ms

192 .1608. 248 .28BH0 ping statistics
packets transmitted, 4 received, B« packet loss, time 3H1Hm=s
tt minsavgs/max smdev = 5.677-5.882/6.832-8.142 ms
[rootPlocalhost ~1#

FI140279K ASPIRE A IPsec VPN &z FIRIILI LT,
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3.5 SERY
3.5.1. SE . XRETOH ASA5515ConfigiE(IkEE:)

: Hardware:  ASA5515, 8192 MB RAM, CPU Clarkdale 3058 MHz, 1 CPU (4 cores)
ASA Version 9.2 (3) 4
!
interface GigabitEthernet0/0
nameif to-Internet
security-level O
ip address X.X.X.X 255.255.255.248
!
interface GigabitEthernet0/1
nameif Local
security-level 99
ip address 192.168.248.253 255.255.255.0
!
interface Management0/0
management-only
nameif Management
security-level 100
ip address 172.16.10.254 255.255.255.0
!
object network Local_192.168.248.0_24
subnet 192.168.248.0 255.255.255.0
object network CloudNW_192.168.0.0_24
subnet 192.168.0.0 255.255.255.0
description WhiteCloudASPIRE-NW
access-list Local_access_in_1 extended permit ip object Local_.192.168.248.0_24 any
access-list to-Internet_cryptomap_1 extended permit ip object Local_192.168.248.0.24 object
CloudNW_192.168.0.0_24
!
nat (Localto-Internet) source static Local_.192.168.248.0_24 Local_.192.168.248.0_24 destination static
CloudNW_192.168.0.0_24 CloudNW_192.168.0.0_24 no-proxy-arp route-lookup
!
object network Local_192.168.248.0_24
nat (anyto-Internet) dynamic interface
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]
route to-Internet 0.0.0.0 0.0.0.0 X.X.X.1 1
!
# FABRBICHALGVESEANEEHLTOEEA
crypto ipsec ikev1 transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association lifetime seconds 3600
crypto ipsec security-association lifetime kilobytes unlimited
crypto ipsec security-association pmtu-aging infinite
crypto map to-Internet_map 1 match address to-Internet_cryptomap_1
crypto map to-Internet_map 1 set pfs
crypto map to-Internet_map 1 set peer Y.Y.Y.Y
crypto map to-Internet_map 1 set ikev1 transform-set ESP-AES-256-SHA
crypto map to-Internet_map 1 set security-association lifetime seconds 28800
crypto map to-Internet_map 1 set security—association lifetime kilobytes unlimited
crypto map to-Internet_map interface to-Internet
crypto ca trustpool policy
crypto ikev1 enable to-Internet
crypto ikev1 policy 30
authentication pre-share
encryption aes-256
hash sha
group 2
lifetime 86400
group-policy GroupPolicy_Y.Y.Y.Y internal
group-policy GroupPolicy_Y.Y.Y.Y attributes
vpn-tunnel-protocol ikev1
tunnel-group Y.Y.Y.Y type ipsec-I2I
tunnel-group Y.Y.Y.Y general-attributes
default-group-policy GroupPolicy_Y.Y.Y.Y
tunnel-group Y.Y.Y.Y ipsec-attributes
ikev1 pre-shared-key <Pre-Shared Key>
isakmp keepalive disable
ikev2 remote-authentication pre-shared-key <Pre-Shared Key>
ikev2 local-authentication pre-shared-key <Pre-Shared Key>
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3.5.2. $E:ASA5515 ZAVVTHEMEI XMEIT IPsec VPN 25293185

TEROLSICERDRYNI—IBIT IPsec VPN 253 ETBEHTEET,
SEELTHEI718778 ASPIRE D3 DD YNI—H A TLIREIND3I DDRYNI—IBT
IPsec VPN 2839 2flz8qHL %7,

<mIRIE AL E
IPsecVPN /w\l N
T - T¥F—FYR D U]
W
o -
Edgesr—pozr
R C— ASA5515 :
VTNEEHTWA VPN SRR SNWB
| 1
VM VM VM VM [
- VPNEE =X R NWB
VPNEEEHSNWC I I {
) —t vMm vm
VM VM
§’ vm vm >,
3 g
3 VM VM
2YMNI—VH
[ IPsecVPN /{/—(—v—y—\)\ N
W
WRFNY b (" b Edge#—poe )
— ASA5515 I
VPNEESRHRNWA ‘ &
192.168.248.0/24 VPNEEZ*I S NWB
L 192.168.1.0/24
i VPNEESRIRNWE l
192.168.249.0/24
—_—
VPNIEEHENNC
192.168.250.0/24 K¢
& L o
N Y, - C AASPRE )
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REBEE
IPsecVPN KMFA
e R = 0
ASA5515 Edges'—boxA

F214077 7K ASPIREDEdge 5 — k7 LA DIPsecVPNTT RIS, KIS —~X—AVPNTT,
IPsecVPNB{E 2 RL 7=\ M7 710 2D -V 22 THRELET,

8 R 51

T Il
MDOVPNXIHENWA B DVPN¥TERNWA
@VPN3TS£NWC e csess 11T @VPNHZNWC

3.5.2.1. EHEIAMETH IPsec VPN &t (ASA5515)
Cisco ASDM &WiEHtEI X/ MET® IPsec VPN 25X BT BB BN RL DR EBFAZECHLFT .

TPAT 94— AT ITIMRE

VPN 1R % NW 22 TERLET.
@ CloudNW 192.168.00 24 192.168.0.0 2552552560  WhiteCloudASPIRE-NW
a‘@ CloudNw 192.168.1.0_2¢4 192.168.1.0 2552552550
a8 CloudNW 19216820 24 192.168.2.0 2552552550

IF Local 162 196268024 |1921662480  [2552852850 | Jubtemet ()|
@l Local_192.168.2490 24 192.168.249.0 255.255.255.0 to-Internet (P)
gﬁ Local_192.168.250.0_24 192.168.250.0 2562552550 to-Internet (P)
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*VPN %7€
(1). VPN 21—k 3STEP H®I Traffic to protect ;T VPN &% NW 22 TsREL.
Next:s #2Uv9L%7,

Steps Traffic to protect

1. Introduction This step lets you identify the local network and remote network between which the traffic is to be protected using IPsec encryption.

2. Peer Device
Identification Local Network: 1Local_192.168424840_24. Local_192.168.249.0_24, Local_192.168.250.0_24 EH

3. Traffic to protect

Remote Network: }OIoudNW_192‘168.0.0_24. CloudNW_192.168.1.0_24, CloudNw_192.168.2.0_2¢ El[

4. Security

(2) . BxTEEEBEEICT VPN BN R NW AR TEEN TV B Z2RABLET.

¥ VPN Wizard
- Summary

Here is the summary of the configuration.

Name

= Summary
Peer Device IP Address
VPN #Access Interface

Local Network: 192.168.248.0/24, 192.168.249.0/24, 192.168.250.0/24
Remote Network: 192.168.0.0/24, 192.168.1.0/24, 192.168.2.0/24

IKE Version Allowed only

Protected Traffic

ol'lcllll
D Heb| cisco

‘Go

G Refresh ‘ o Back O Forward

f:' ite—to—Site o ]
“ Group Policies Manage site-to-site VPN connections. Here is a video on how to setup a site-to-site WPN connection.
2 3 Certificate Management B cees Fiartaces
* M |
E% B % Advanced Enable interfaces for IPsec access.
E] Interface Allow IKE v1 Access Allow IKE v2 Access
Local O O
to-Internet [v] O

[V] Bypass interface access lists for inbound WPN sessions

Access lists from eroup policy and user policy always apply to the traffic.

Gonnection Profiles

Connection profile identifies the peer of a site-to-site connection. It specifies what data traffic is to be encrypted, how the data traffic is
to be encrypted, and other parameters. You can configure the mapping from certificate to connection profile here.

% Add| & Edit| [ Delete|

Name Interface Local Network Remote Network IKEv1 Enabled IKEv2 Enabled Group Policy NAT Exempt

T
s e

to-Internet  |C1* Local 1
o Local 1

35/38
Copyright 2016 SoftBank Corp. All Rights Reserved.



SoftBank

3.5.2.2. EHEIAPETO IPsec VPN EE (F71h7FK ASPIRE)

FI1859K ASPIRE DN 7HR—2N 1R &S A METO IPsec VPN 2ET3
BAORLIEEHRERHLET,

VPN %
(1). VPN @R DEMEFICEZEY S VPN 22 TGRIRLET,

V P NOHEREDE
~
¥ P NOREmSH
BRl * IPSEC-ASASS1S
oL
=it Mamit
VPN UE-RFbD-2 v
[m B ] Ve SVA plw Bt aspire-demo-nw1
aspire-demo-nw2
IPSEC-nwZ
IPSEC-nwi
APUXXXXXXX-SFIWO1
E7dw RO—2 * I 192.168.248.0{24,192.168.; I v

A—-AN2IRT—7 : Cirl #—&HLEHS, HELE=VLTF/PRVNI—IBERR
EF7xUNI—9 : WEITBRVNT—9% “ |, " (H2)TRUVET,

(2). MREBLAEMER NW 2 TRROSSICHEBTEEY,

H—E 2Dt

DHCP

ec YPNIZ. &— kDT AMTEF 1 7l
A ZALoM. CRFTTFURAL T

FIAHENTEFES.

T. B Y=t hYPNERTEE T,
NAT #[PSec 13, 8 A KT ORI S DET. o s =
IFAFIA—I Mvenzamit
BT~ 22 LFRIPOHE L

RHIPIR. ENTFAEHSFY FO—PIL SO THETEET. SHUd. NAT &FALTLIMRCEOTRITY.
i 4 N EIEL R2A-BILFkD=2 B FokD-8
O— RS 2 H—

IPSEC-ASAS51S 2112 ® 192.168.2.0/24,192.168.1.0/24,192.... 192.168.248.0/24,192.168.249.0/24,192.168.
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DHCP DPrATIA—IICED. BEG@FY MD—2 SV 9 2&N0ELRIEEFET SIS —IWETTFET. CNSOL—LERFIL. L—ILAGCHRTERTSC
LHTEET.
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VPN - & -2 = ok ZOkRa 7OV a2
O— R/US 2t 1 IPSEC-IN  192.168.248.0/22:any 192.168.0.0/22:any (3% #9
2 IPSEC-OUT _ 192.168.0.0/22:any __ 192.168.248.0/22:any 134 #9

AEHOBRTINTOMI 7172 —)V%& VPN 3% NW FICERETHE.
BRETH 3 X 3 X 2 (In/Out) = 18 BDIN—IEBHBHETY,
RYNI— Y254 XTBIETREBFNEHSTENTEET,

3.5.2.3.VPN DB ERBROEIER

#IC ASPIRE LOAF—2 XD EHMELO>TWTERGTD IPsec VPN DRI IT—a> D

—EHRML. TO—BBDN—IVDBEHRFIELDT—ADHIET,

TDZAE. ALTVLIADRIMI—V1#32T IPsec VPN 0 SA ZHIBRL TSZEELY,

H—EADHBEE

DHCF [PSec WPNIZ. &— hOTAMTHEF 1 FEVPIN R RRESNTEET,

i 2 LM, COFFL MR T. HoA b=t RPN TEE T,
2P PO VPNEEML

BEEI—F1 2 ZARAIP O A

DHIPIE. ENFTNAOHEFY D=2 IC SV TEETEFES. Shld. NAT AL TLIRMIICELTEAT T,
E=4 01 A-HILIVFERAVE EFIVFHRA. B AF-/2 A-HIFuk ..
XXXX

VPN
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ks> IPSEC-ASAS515  Y.Y.YY 192.168.0.0/24
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~
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192.168.248.0/24 -

ASA5515 MiBAIE Cisco ASDM &KW Monitorings . TVPN Statistics1 . 'Sessions idt)

MLogout 12994 32LT SA ZHIFRTEXTY,
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B Cisco ASDM 7.4 for ASA - 172.16.10.254 (= [= 5]
File View Tools Wizards Window Help Type tapic to search . l 1 I '
@ Home 0%} Configuration [@ Monitoring! G Save @ Refresh o Back \_) Forward ? Help CISCO
T & 7 | Monitoring > VPN > VPN Statistics > Sessions o
= [F B VPN Statistios
g m
c.” H Ef VPN Cluster Loads Active Cumulative Peak Goncurrent Inactive
[»] | ¥ —!T Crypto Statistics B 1 10 1
:_ - M Compression Statistics IKEv1 IPsec 1 10 1
=) | : % Encryption Statistics
- M Global IKE/IPsec Statistics
% E Protocol Statistics
¢ E VLAN Mapping Sessions
¥ Clientless SSL VPN
=t g VPN Gonnection Graphs Filter By IPsec Site-to-Site v || -- All Sessions —- v
= IPsec Tunnels 3
LMY Sessions Connection Profile  Protocol Login Time Bytes Tx Details
] WS A Sessions IP Address Encryption Duration Bytes Rx
et KEv1 IPsec 20:20:58 JST Tue Oct 25 2016 402006
IKEv1: (1JAES256 L)0h:01m:d0s 398106 —
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